Its important to note that new challenges are arising on the internet all the tinse. Wi have created to this guide to raise awareness of the ssue and offer
advice on helping parents to talk to their children about making safer decisions online. See also cur 7 conversation starters'guicke for more tips on better
communication with your child. \
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CHILDREN'S VIDEOS
BEING 'HUUACKED'

There have been recent reports that some
mminiqln innocent videos on YouTube and
YouTube Kids (such as surprise eggs]
unboxing videos and Minecraft videos) have
been edited by unknawn sources to include
violence provoking and/or other
inappropriate content. Even though
YouTube monitor and remave videos that
include inappropriate content, clips can be
uploaded and viewed thousands of times

ore they get reported and removed. As a
parent, it's difficult to spot these videas as

the harmiul content doesn't appear until
partway through the video.
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TELLTHEMIT'S NOT REAL

Bust like arvy urban legend or boreor story, the congept
can be quite frighterning and distressing fos young
people. Whilat thiv may veem cbrious, it's importaet
for you to relterate to your chibd that Moeno it not &
Fiokl pid i and] Cannot diredtly harm them! Also, tedl
yous child to not go openly searching for thii conmtant
anline as it may anly cause more distress.

BE PRESENT

P IM@OrTant (o4 youl 83 & PArent of Cared, to be
prevent while your children are online. This will give
you a greater understanding of what they are doing

on thelr devices, as well ai providing you with the
opportunity to discuns, duppert and S1op centain
sctivities that your child may be involved in. As the
nature o each task become progressively worse Its
alio importast o recogaise any changet in your
<hild’s behaviour.

TALK REGULARLY WITH
YOURCHILD

A well a1 monitoring yous child's activity, ity
Impaatant for you discuss it with them toc. Not onty
will thas ghve you an understanding of their ondine
sctiony, but theve hempst and frequent corversations
will emcourage your child to feel confident to discuas
issues and concerns they may have related to the
online world
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‘Momo’ challenge we are hearing about in the med

" DISTRESSING FOR

CHILDREN ONYOUTUBE

Video apps such as YouTubs include an ‘up
next’ feature which aut tically starts
rlnying anaother videa based on the video
ust watched. Due to YouTube's algarithm,
usars are shown ‘suggested videos’ that they
may be interested in. The thumbnails used

on ;.t.:??ﬂtcd videos are purposefully

created in a way to encaurage viewers to

click them, During our research, we found
that when watching one Momo related
video, we were shown countless other
Momo themed videas and ather scar

content which would be age-inappropriate

for children under 18,

Popular YouTubers and other sccounts have
been upleading reaction videos, showing
their experience of the MOMO challenge.

Some of the videos include a disclosure
message warning that the content may be
“inappropriate or offensive to some
audiences” and that “viewer discretion is
advised” but these videos are still easily
accessed by clicking 'l understand and wish
to proceed:. The image of the ‘Momo'
character can be deeply distressing to

important to note that it may slip through
parental settings and filters.

DEVICE SETTINGS &
PARENTAL CONTROLS

Endure that you 1ot up parental controls for your
devices at home. This will help to restrict the types of
comlent that yous child can view, ai well 2< help you ta
monitoe their sctivity. In sddition to thi, it's vital that
you: are aware of your device and account retting: to
ensure your Child's utenost salety. For example, en
YeuTube you can Lurn off ‘tuggeited auts-play’ en
videos 1o stop your child from wewing comtent that
they have not directly selected.

PEER PRESSURE

Trends aeed viral challenges can be tempiting for
children to take pastin: no matter how damgerous or
scary they seem. Make suare you talk to yosr child
abowt how they thouldnt succomb to peer pressure
and ds anything they are not comborabde waith, oaline
ar offline, M they are uniure, encourage them to talk to
you o another trusted adult,

REAL ORHOAX?

As 8 parent #t by natursl 1o feel worried sbout certain
things you see anline that may be harmdul to your
child. However, nat everthing you see onldine |5 true.
Theck the validity of the source and be mindful of
what you share a1 it may only cause more weary,

REPORT & BLOCK

You cant abwayi rely on parental comtrold te block
distressing or harméul material, People find ways
arownd a platform’s algesithm in order to share
arsd pramote this type of material. Due 15 this, we
advise that you flag and report any muterisd you
deem to be inappeoprisie or harmiul as soom as
YyOou oM BCrosd it You should also block the
atcount/coment to prevent your child from
viewing It Also emcourage your child to
fecard/sdreenihot any content they feel could be
malicious ta prowide evidencs in ordes 1o escalate
the isus 1o the appropriate chanmeds

FURTHER SUPPORT

Speak 1o the ssdeguarding lead within your child's
wchool should you have asry concerms regarding
your child's oaline activity or maliciows content

that could atfect them.

If your child seer somaething distressing, it is
imprtam ihat they know where to go to 1eek help
and whe their trusted adults are. They could slse
contact Childling where 8 trained cownsellor will
listen 1o anythéng that's wesrying them.

The Childline phone namber i
o800 1111,
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Facebook - (NationalOnlineSafety  Phone - 0800 368 8061



